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Figure 1: Original photo of some participants (left) vs. obfuscated version (right) where bodies are blurred (gaussian blur, radius
= 40 px). Participants’ written consent was obtained to disseminate the photos as part of academic publications.

ABSTRACT
Lifelogging is traditionally used for memory augmentation. How-
ever, recent research shows that users’ trust in the completeness and
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accuracy of lifelogs might skew their memories. Privacy-protection
alterations such as body blurring and content deletion are com-
monly applied to photos to circumvent capturing sensitive infor-
mation. However, their impact on how users remember memories
remain unclear. To this end, we conduct a white-hat memory attack
and report on an iterative experiment (N=21) to compare the impact
of viewing 1) unaltered lifelogs, 2) blurred lifelogs, and 3) a subset
of the lifelogs after deleting private ones, on confidently remem-
bering memories. Findings indicate that all the privacy methods
impact memories’ quality similarly and that users tend to change
their answers in recognition more than recall scenarios. Results also
show that users have high confidence in their remembered content
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across all privacy methods. Our work raises awareness about the
mindful designing of technological interventions.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy; • Human-centered computing → Human
computer interaction (HCI).
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tation, memory implantation, memory reformation, recall, recogni-
tion
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1 INTRODUCTION
Human memory is naturally prone to reformation over time. Ref-
ormation here refers to the decay of memories commonly called
forgetting or the memory implantation resulting from suggestabil-
ity and misattribution [47]. Existing Human-Computer Interaction
(HCI) literature traditionally focused on solutions to counter for-
getting and augment the human memory (e.g. [40]). Lifelogging
is traditionally used in the context of memory augmentation (e.g.
[8, 23, 49]). Benefits include: supporting emotional growth, reflec-
tion and enhanced reasoning about past experiences, providing
motivational cues to future actions, and most importantly support-
ing the recall of memories. However, the impact of using visually-
altered lifelogs on reforming memories intentionally or accidentally
remains under-explored.

Research on using technology to prompt memory reformations
is currently gaining growing interest [10]. The reformations could
be intentional design decisions to alter the users’ memories or
accidental byproducts of the system design [9]. Examples of deliber-
ate reformations is the disposition of digital content post breakups
[25, 26, 46] or maliciously implanting false memories about competi-
tor brands using television advertisements [52]. Although lifelogs
are meant as tools for memory augmentation, they can contribute
to accidental memory reformations. For example, in one study, eye
witnesses removed true details from their statements because they
were not captured in their lifelogs from a chest-mounted camera
[2]. Similarly, participants did not objectively interpret lifelogs and
reported misinformation given by police officers that contradicted
cues in their lifelogs [29]. Such reformations could have grave con-
sequences and hinder one of the main motives of lifelogging, that
is memory augmentation. However, they remain under-explored in
the HCI literature (e.g. [13, 15]).

We hypothesize that such accidental reformations are attrib-
uted to users trusting the completeness and accuracy of the digital
archives over their natural recall. Thus, the aim of our work here is
to do a white-hat memory attack [9] to better understand the im-
pact of using common privacy protection methods of lifelogs on the

confidence of lifeloggers while remembering memories, whether
skewed or real. Like recent prior work (e.g. [12, 15, 33]), we inves-
tigate the impact within the context of environmental lifelogging,
where wall-mounted cameras capture third-person views of the
lifeloggers and bystanders. We chose this context for increased rele-
vance as it mimics surveillance scenarios. Additionally, photos from
such infrastructure cameras are clearer than body-worn lifelogs
and have higher utility [11], thus better suited for our target. Due to
the exposing nature of lifelogs capturing sensitive information, the
privacy of the bystanders and lifeloggers is commonly protected
in literature and industry using either blurring or deletion of the
sensitive content [15, 27, 36, 37, 54]. Thus, our work investigates
the impact of both methods on skewing memories.

We report on a between-subject experiment simulating environ-
mental lifelogging in an artificial lab event (n=21). The experiment
was repeated twice in which participants first took part in an event-
ful interaction session and then returned after 4-5 days to recall
memories when viewing (1) 20 unaltered photos, (2) obfuscated
versions of the 20 photos where persons are blurred, and (3) five
out of the 20 original photos after deleting private ones. Our ex-
periments are largely inspired by the methodology of Elagroudy
et al.’s work [15] and Li et al.’s work [37]. Our work complements
[37] by validating the user preferences for the obfuscation meth-
ods in the context of lifelogs as opposed to generic photo sharing.
Additionally, it significantly complements [15] by: (1) increasing
the sample size to test the significance of the reported effects, (2)
differentiating recognition and recall contexts while evaluating
the privacy-protection method (PPM), (3) investigating the impact
of confidence in the remembered memories on the memory alter-
ations, and (4) investigating the users’ perceived utility of the PPM
on enhancing their memories. The term “remember” here is a lay
term involving two types of retrieving information; recognition and
recall [16]. We specifically focus on four research questions:

RQ1:How does the PPM impact the tendency to change memory
narratives?

RQ2: How does the PPM impact the quality of memory narra-
tives?

RQ3: How does the PPM impact the confidence about memory
narratives?

RQ4: How helpful are the PPMs as memory prostheses?
We found no evidence of significant difference between the pri-

vacy protection methods on the quality of remembered memories.
However, users tend to significantly change their rememberedmem-
ories when exposed to an intervention in recognition situations
rather than recall situations. It also shows that users are generally
highly confident about their remembered memories when exposed
to an intervention (mean = 4, on a 5-Likert value scale; 1=strongly
disagree, 5= strongly agree). However, we found no difference in
confidence between the three privacy protection methods. Addi-
tionally, we learnt that users perceive the intervention photos as
unhelpful although our data proves that they enhanced the quality
of their remembered memories. These results indicate the relative
safety of blurring and deletion as privacy-protection methods that
do not hinder the memory utility of lifelogs. Our work is also rele-
vant in the context ofmedia usage fromwidely-adopted surveillance
cameras, which are estimated to be around 1 billion world wide [38].
The described methodology could also be used to investigate the
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effect of PPMs on regular intentionally-captured personal photos.
We envision utilizing our work in: (1) nudging system designers to
consider the impact of their presentation decisions on accidental
memory reformations, and (2) highlighting a design opportunity
to use altered lifelogs to increase users’ confidence about skewed
memories in deliberate memory alteration scenarios.

2 RELATEDWORK
We build on previous work in 1) lifelogs as memory prosthetics and
2) privacy in lifelogs and how it can be protected.

2.1 Lifelogs as Memory Prostheses
Memory cues are stimuli that help individuals retrieve a certain
memory. Tulving [57] explained how humans remember informa-
tion using the synergistic ecphory theory where “preconscious pro-
cess in which retrieval cues are brought in contact with stored
information causing parts of that stored information to be reac-
tivated”. Cues could be visual (e.g., images), auditory (e.g., sound
or speech), locations or mood [17]. Human memory is cue-driven
by recognizing such stimuli rather than freely recalling them [51].
Gouveia and Karapanos [18] further suggested, based on Tulving’s
theory, that cues are of equal strength. However, more cues activate
more parts of the episodic memory.

Images promote more detail-rich recall compared to other types
of data [18, 30] as they contain rich contextual information [32].
Thus, pictorial lifelogs were extensively researched as a means
to augment human memory (e.g., [4, 14, 21, 33, 48, 49]). Pictorial
lifelogs could come from wearable cameras capturing first-person
perspective excluding the lifelogger or from infrastructure cam-
eras capturing a third-person perspective including the lifelogger.
Within We refer to the second type as environmental lifelogging.

A large number of works reported on the benefits of existing lifel-
ogging systems in augmenting the human cognition, specifically in
the context of memory augmentation (see [8, 23, 49] for examples).
Benefits included: supporting emotional growth; reflection and en-
hanced reasoning about past experiences; providing motivational
cues to future actions (e.g., going to the gym); and supporting the
recall of memories whether by providing cues to incidents (e.g.,
checking whether a friend joined a trip) or by repetitively reviewing
key incidents to netter remember them.

2.2 Privacy in Lifelogs
The continuous capture of pictorial lifelogs poses significant chal-
lenge for the protection of the privacy of bystanders. Privacy in-
fringements could happen through human consumption (others
seeing private or uncomfortable content) or via computer vision at-
tacks. This work focuses on the first one. Examples of approaches to
protect the privacy include: physically marking objects that should
not be captured [43], automated activation of personalized captur-
ing policies in specific contexts [3, 53, 55], automatic or manual
deletion of content upon detecting certain cues [31], and obfuscat-
ing parts of the photos [31, 36, 37].

We focus in this paper on two types of privacy protection: 1)
deletion and 2) the obfuscation of photos given that these are most
commonly used in literature and practice. Obfuscation is “the pro-
duction of noise modeled on an existing signal in order to make

a collection of data more ambiguous, confusing, harder to exploit,
more difficult to act on, and therefore less valuable” [7]. Prior re-
search studied obfuscation of sensitive elements in photos including
screens [31], objects [24]) and people [37, 56]. We study the obfus-
cation of people as they are among the most salient memory cues in
photos [32]. Previous work showed that face and body are among
the photo parts that are perceived to be sensitive [34]. Thus, ob-
fuscating individuals is done by obfuscating the face, where only
the head is distorted (e.g., in Google street view), or obfuscating
the body, where the body and face are distorted [37]. Prior work
also showed that cropping bystanders reduces privacy risks while
preserving the rest of the image content [56] at the expense of
aesthetics. Li et al. evaluated multiple obfuscation methods for face
and body. They recommended inpainting individuals or replacing
them with avatars because these obfuscation methods provided
a good trade-off between effective protection of privacy against
computer vision attacks and a good viewer experience [37]. How-
ever, they also reported that blurring was among the preferred
techniques, conforming with its extensive usage in research and
practice [5, 28, 36]. Gross et al. showed that blurring and pixelat-
ing of human faces could extensively expose features hindering
privacy, or extensively eliminate features hindering the utility of
videos [20]. Therefore, we employ body obfuscation in our study
as Li et al. found that body obfuscation is more effective against
human recognition than face obfuscation only [37].

2.3 Research gap
Sensitive photo elements that violate privacy are often the most
valuable memory cues [11]. Although previous works investigated
the impact of obfuscation using filters on privacy protection and
user experience [24, 31, 36, 37], the impact of obfuscation on the
viewer’s recall of memories remains under-explored (e.g. [15]). Clos-
ing this gap is crucial because recalling memories is one of the main
motivations behind lifelogging. Thus in contrast to previous work,
we study how the privacy-protection methods (obfuscation and
deletion) impact the viewer’s remembering of memories.

3 METHODOLOGY
We used a between-subject design to investigate one independent
variable, the privacy-protection method (PPM), with the following
three conditions and measured their impact on information recall,
recognition, confidence about the remembered information, and
perceived helpfulness of lifelogs in aiding remembering.

C1 (baseline) Participants viewed 20 original photos from the
environmental lifelog.

C2 (obfuscation) Participants viewed an obfuscated version
of (C1), where all persons were blurred (see Figure 1). We
used body blurring because of the positive results in prior
work [5, 28, 36], and because it was the most favored in the
first session.

C3 (deletion) Participants viewed only a subset of five original
photos from (C1), mimicking deletion for privacy protection.
We equally sampled them from C1 (baseline) dataset across
time.
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Figure 2: The figure is courtesy of Li et al. [37]. They studied
the impact of 13 obfuscation methods on privacy protection
and user experience when viewing the above photos.We used
the same figures in the context of lifelogging to study the
impact of obfuscation on memory recall. In session 1 of our
experiment, participants preferred body blurring the most
because of its weaker impact on the aesthetics of the lifelogs.

3.1 Experimental Structure
The experiment consisted of two sessions, both of which were con-
ducted in our lab. The first session (Session 1) was to create an
environmental lifelog of all participants in a common controlled
event to evaluate their recall and recognition. We resorted to a
synthetic event rather than participants’ personal events for ethical
reasons as we did not know the scope of the potential memory alter-
ations. The second session (Session 2) involved the same participants,
and was to compare the impact of the privacy-protection methods
on the participants’ remembering quality of the events from Session
1, their confidence about them, as well as the perceived utility of
the aiding lifelogs.

We conducted two iterations of the same experiment. The ra-
tionale was to ensure having a feasible number of participants per
session such that: (1) they do not have prior knowledge of each
other, and (2) the difficulty of remembering new details and con-
texts is feasible and balanced. The study design followed the local
institutes’ research ethics guidelines.

3.1.1 Session 1: Building the Lifelog in a Controlled Event (Group
Session). The session lasted for approximately 90 minutes. All par-
ticipants were invited to the session. We positioned two cameras
in the room to record photos from different angles to create an
environmental lifelog in third-person view. Participants were in-
formed about the recording, their consent and demographic data
was collected, and lifelogging was introduced briefly.

In the first part of session 1, we presented the 13 obfuscation
methods 1 studied by Li et al. [37]to the participants (see Figure 2),
and asked them for feedback about their most favorite obfuscation
method in the context of lifelogging. This was followed by a short

1We obtained the consent of Li et al. to use their figures

open discussion with the participants in the form of a focus group
about each technique to understand their rating rationale.

In the second part of session 1, participants were randomly split
equally into three teams, each randomly assigned to one of the
PPM conditions, to play a board game. In the game, the player’s
goal is to move their playing pieces to a safe zone based on dice
score. We modified the game rules by asking participants to swap
seats whenever they score certain dice values. This was done to
make the recorded lifelogs more dynamic and to reduce potential
bias and confusion from having most of the lifelogs seemingly static
when examined in Session 2.

3.1.2 Session 2: Evaluating the Impact on Memory (Individual Ses-
sion). The second session lasted for approximately 90 minutes. The
participants were invited again individually to view lifelogging
photos that were taken in session 1. Session 2 took place four to
five days after session 1 to ensure a realistic decay of informa-
tion in the memory [32, 58]. Using a within-subjects design would
have led to biases – the information that participants gather in
one condition could have influenced their responses in another. To
reduce potential bias due to learning effects, we therefore opted for
a between-subjects design.

We used a custom-made experimental questionnaire to measure
the effects. Each participant answered the questionnaire twice: (1)
before viewing the memory cues (pre-questionnaire) and (2) after
viewing the memory cues, i.e., photos of the respective condition
(post-questionnaire). This was done to account for prior knowledge
of the answers and to identify any improvements resulting from
having seen thememory cues. Participants were allowed to navigate
through the photos as long as they wanted. They were also allowed
to improve their answers to the pre-questionnaire when filling the
post-questionnaire.

3.2 Experimental Material
We present here the curation strategy for the photos presented in
each PPM condition. Additionally, we present the structure of the
evaluation questionnaire.

3.2.1 Selection Criteria for Stimuli. In the first session, we collected
over 450 photos. We used fixed temporal sampling to select the
presented photos (memory cues). We sampled at five-minute inter-
vals for the introduction and obfuscation methods. However, we
reduced the interval to three minutes during the game part as it
lasted for a shorter period of time (about 20 minutes). Each partici-
pant appeared at least once in their experimental lifelog dataset.

Twenty photos were sampled equally from the 450 for the C1
(baseline) condition. The selected twenty photos were blurred for
the C2 (obfuscation) condition. Five photos were sampled equally
from the twenty photos to generate the dataset of the C3 (dele-
tion) condition.

3.2.2 Questionnaire Structure. Similar to Elagroudy et. al [15], we
designed a questionnaire that had 30 questions about details that
happened in Session 1. The questionnaire included personal ques-
tions (e.g., “Sophiamade very good contributions during the discussion
part. Do you remember her field of study?” ), procedural questions
(e.g., “At the start of the study there was one big table in the middle of
the room. During the game, we divided this one into multiple smaller
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tables to distinguish between the different groups. Do you remember
the overall number of tables?” ) and questions about the game (e.g.,
“Do you remember which player in your group got a six first? If you are
able to recall his/her name please answer with the name. If you can’t
remember it correctly, try to describe him/her as specific as possible.” ).

We mostly maintained the same formulation of questions across
both studies while customizing it with details from the session.
Example is “X made very good contributions during the discussion
part. Do you remember their field of study?”, where X was replaced
by the name of the participant who spoke the most in the session.
To double check the quality and type of the final questions, one
researcher designed the questions and labelled their type (recog-
nition or recall ), then another researcher reviewed the questions
and independently labelled them as well. The inter-rater agreement
was 83%. The labelling conflicts were resolved by a third researcher.

We extended the questionnaire and asked participants to esti-
mate their confidence about their answers (“I am confident about
my answer) as well as the helpfulness of the photos in aiding re-
call (“I found the photos helpful to answer the questions”) during
the post-questionnaire using 5-point Likert scales (1=Strongly dis-
agree;5=Strongly agree).

3.3 Participants and Recruitment
We had a total of 21 participants (4 females and 17 males). In the
first study, we invited 12 participants (3 females and 9 males). In
the second study, we invited 9 participants (1 female and 8 males).
Each experimental condition had a total of 7 participants from
both iterations. The recruitment was done via university mailing
list to the students of a computer science faculty and a Facebook
social media group for expats (in the city of the study). We ensured
to the best of our knowledge that participants do not have prior
knowledge of each other. Participants age was between 20 and 32
years old (mean=24.2 years, SD=3.72). We collected demographics
such as gender and highest educational degree, and background
knowledge such as attitudes towards privacy, and prior knowledge
about lifelogging. However, we did not need them later in the
analysis. Thus, we skip reporting them here. Participants were
compensated with an e-shop voucher (20€). There was a draw
on a second voucher to encourage participants to do their best
performance in Session 2.

3.4 Evaluation and Analysis
We used six metrics to evaluate the impact of the PPMs on memo-
ries. Three metrics are generated through qualitative labelling by
the researchers (Question type labels, Changing answers labels [15],
and Correctness labels[15]), one metric is automatically calculated
via a weighted formula of the assigned correctness labels (Recall
Correctness Score (RCS)[15]), two metrics are self-reported by the
participants in the questionnaire (Confidence and Helpfulness scale).

Question type labels Two researchers labelled the questions
to indicate if the answer is directly available in the photos
(recognition questions) or it is not presented in the photos
(recall questions). The questionnaire had 70% recall questions
(21 questions) and 30% recognition questions (9 questions) to
mimic information losses during temporal gaps in lifelogs.

Changing answers labels Similar to prior work [15], an an-
swer is considered changed in the post-questionnaire if the
participants provided additional information or edited the
answer they had provided in the pre-questionnaire. The la-
bel is independent from the correctness of the new answer.
We refer to questions with changed answers as changed or
reviewed questions.

Correctness labels Similar to prior work [15, 32], we labelled
each answer with one of the following labels: correct when
the answer is precise, semi-correct when some elements of
the answer are correct (e.g. describing the gender of a per-
son instead of providing his name), and wrong when the
answer is irrelevant. We labelled the answers in the pre-
questionnaire and post-questionnaire to gauge the impact of
the experimental conditions. The labels were added then
discussed by two researchers to ensure internal validity.

Recall Correctness Score (RCS) Following prior work [15],
we calculated the RCS to indicate the overall accuracy of
recalled memories within a condition. We used the following
weights for the correctness labels: correct= 2, semi-correct=
1, and wrong= 0. RCS is a metric corresponding to the sum-
mation of weighted correctness labels. Higher values denote
better recall quality.

Confidence scale Participants had to indicate their confi-
dence in their response during the post-questionnaire on
a 5-point Likert scale.

Helpfulness scale Participants had to indicate in the post-
questionnaire if they found the photos helpful in answering
the questions on a 5-point Likert scale.

4 RESULTS
Within this section, we refer to the type of remembering, i.e recog-
nition or recall questions as TR. All the data used in the research
questions was normally distributed and of equal variance, success-
fully meeting the assumptions of the required tests. The normality
was checked using the Kolmogorov-Smirnov test of normality and
the variance was checked using Levene’s test.

Our null hypothesis 𝐻0 is that there is no impact from the PPM
(and/or the TR when applicable) on the dependant variable. Proving
this null hypothesis would imply designers can use any of the
visualizations without fearing their impact on the memories. As
frequentist inference allow us to only reject null hypothesis, we also
extend our analysis using Bayesian factor analysis2 to understand
the likelihood of this null hypothesis occuring. In the model, we
employed a standard non-informative prior where the probabilities
are distributed equally. We use Bayesian ANOVA [1, 39, 44] or
Bayesian paired sample t-test [1, 39, 45] when appropriate.

4.1 Selected Obfuscation Method: Body Blurring
We asked the participants to select their favorite five obfuscation
methods (from the thirteen investigated by Li et al. [35]) in descend-
ing order. We counted the frequency (𝑁 ) of selecting a technique
in each of the top three positions (𝑃 ). Afterwards we calculated a

2Ordinal magnitude of evidence ascendingly as used here: no evidence < weak <
substantial < strong < very strong < decisive. Some resources group them to weak,
moderate and strong.
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weighted score for each technique: 𝑆𝑐𝑜𝑟𝑒 = 3 ∗ 𝑁 P=1 + 2 ∗ 𝑁 P=2 +
1 ∗ 𝑁 P=3

The results showed that body blurring was clearly favored
(Score= 15), 2) face blurring, body silhouette, body point-light, and
body inpainting (Score = 9), 3) face pixelating, face masking, body
pixelating, body masking, and body bar (Score= 3), and lastly 4) face
silhouette and face avatar (Score= 0) indicating they were never
selected in the top three methods. Based on that, we decided to
choose body blurring to obfuscate the lifelogs from session 1.

4.2 RQ1: How does the PPM Impact the
Tendency to Change Memory Narratives?

A paired-samples t-test was conducted to compare the number
of changed answers in all recognition and recall questions inde-
pendent of the PPM. The data was normalized3 to account for
the unbalanced number of questions in the experiment. Results
show that participants significantly changed their answers more
in recognition (𝑀 = 0.365, 𝑆𝐷 = 0.186) questions more than re-
call (𝑀 = 0.254, 𝑆𝐷 = 0.115) questions, (𝑡 (20) = −2.711, 𝑝 < .05).

A one-way between-subjects ANOVAwas conducted to compare
the effect of PPM on the amount of reviewed questions in the three
conditions: C1 (baseline), C2 (obfuscation), and C3 (deletion). There
were no statistically significant differences between the conditions
(𝐹 (2, 18) = 1.059, 𝑝 = .369).

We also investigated if the results are impacted by the TR. Thus,
we separated the number of reviewed questions by question type.
We conducted a one-way between-subjects ANOVA two times
for recognition and recall separately to compare the effect of the
PPM on the number of reviewed questions in the three conditions:
C1 (baseline), C2 (obfuscation), and C3 (deletion). There were also
no statistically significant differences between the conditions in
recognition (𝐹 (2, 18) = 0.796, 𝑝 = .467) nor in recall questions
(𝐹 (2, 18) = 0.595, 𝑝 = .562).

The Bayesian two-way ANOVA using both PPM and TR as inde-
pendent variables supplements those results. It shows a strong
evidence that the TR affects the number of reviewed answers
(𝐵𝐹10 = 13.637) and a weak evidence that the PPM does not affect
the amount of reviewed answers (𝐵𝐹10 = 0.366). However, there is
a weak evidence of an interaction effect between PPM and the TR
(𝐵𝐹10 = 1.539).

Takeaway message: This indicates that participants tended to
change their answers and reviewed questions 11% more in recogni-
tion compared to recall questions. However, there is no evidence of
one PPM leading significantly to more changes than the others.

4.3 RQ2: How does the PPM Impact the Quality
of Memory Narratives?

A one-way between-subjects ANOVA was conducted to compare
the effect of PPM on the changes in RCS in the three conditions: C1
(baseline), C2 (obfuscation), and C3 (deletion). Higher RCS indicates
better quality of memories. We used the difference between the
RCS after seeing the photos and before (RCS changes) to exclude

3Normalization done by calculating a percentage of the reviewed questions from the
total number of questions in a category (recognition= 9 questions, recall= 21 questions)

remembered content before experiencing the PPM. There were no
statistically significant differences between the conditions on RCS
changes (𝐹 (2, 18) = 1.121, 𝑝 = .348).

We also investigated if the results were impacted by the TR. Thus,
we separated the RCS changes by question type. We conducted a
one-way between-subjects ANOVA two times for recognition and
recall separately to compare the effect of the PPM on RCS changes
in the three conditions: C1 (baseline), C2 (obfuscation), and C3 (dele-
tion). There were also no statistically significant differences between
the conditions in recognition questions (𝐹 (2, 18) = 1.452, 𝑝 = .26)
nor in recall questions (𝐹 (2, 18) = 0.062, 𝑝 = .94).

The following Bayesian two-way ANOVA using both PPM and
TR as independent variables strengthens those findings. It shows
weak evidence that the neither the PPM (𝐵𝐹10 = 0.386) nor the TR
(𝐵𝐹10 = 0.644) affect the changes in RCS. It also shows a strong
evidence of no interaction effect between the PPM and the TR on
RCS changes (𝐵𝐹10 = 0.095).

We also checked if any of the PPMs lead to more answers within
specific correctness labels, namely correct, semi-correct, and wrong.
This would help us identify if the PPM is better suited for memory
augmentation, degradation, or implantation. Thus, we conducted
one-way between-subjects ANOVA three times, one for each cor-
rectness label to compare the effect of the PPM on the number of
questions in each label. The number of questions were normalized
based on the number of reviewed questions per participant. There
were no significant differences between the PPMs in generating cor-
rect (𝐹 (2, 18) = 0.273, 𝑝 = 0.765), semi-correct (𝐹 (2, 18) = 0.871, 𝑝 =

.436), and wrong (𝐹 (2, 18) = 0.546, 𝑝 = .589) answers.
We followed upwith a Bayesian ANOVA test for each correctness

label to clarify the results of the frequentist analysis. It also showed
substantial evidence that the PPM did not affect the frequency of
correctanswers (𝐵𝐹10 = 0.307). Similarly, there was weak evidence
that the PPM did not affect the frequency of semi-correct (𝐵𝐹10 =
0.434) and wrong (𝐵𝐹10 = 0.36) answers.

Takeaway message: This implies that given the current data there is
no preferable PPM between obfuscation and deletion when it comes
to cuing participants to remember better or worse, regardless the
questions’ type whether it is recognition or recall .

4.4 RQ3: How does the PPM Impact the
Confidence about Memory Narratives?

The mean ratings for the participants’ confidence in their remem-
bered answers (from 5-point Likert items) was: C1 (baseline)= 4.429,
C2 (obfuscation)= 4.286, and C3 (deletion)= 3.714. The median was 4
in the three conditions. Such high ratings indicate that participants
were generally confident about their remembered memories.

A one-way between-subjects ANOVAwas conducted to compare
the effect of PPM on the confidence of the participants about their
remembered memories in the three conditions: C1 (baseline), C2 (ob-
fuscation), and C3 (deletion). There were no statistically significant
differences between the conditions (𝐹 (2, 18) = 1.432, 𝑝 = .265).

We also investigated if the results are impacted by the TR. Thus,
we separated the confidence likert-values by question type. We con-
ducted a one-way between-subjects ANOVA two times for recogni-
tion and recall separately to compare the effect PPM on the confi-
dence in the three conditions: C1 (baseline), C2 (obfuscation), and C3
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(deletion). There were also no statistically significant differences be-
tween the conditions in recognition questions (𝐹 (2, 18) = 1.465, 𝑝 =

.257) nor in recall questions (𝐹 (2, 18) = 0.659, 𝑝 = .53).
The two-way BayesianANOVAwith PPM and TR as independent

variables explains the above results showing a weak evidence that
neither the PPM (𝐵𝐹10 = 0.752) nor the TR (𝐵𝐹10 = 0.344) on the
confidence rating. There is also strong evidence that there is no
interaction effect between the PPM and TR affecting the confidence
rating (𝐵𝐹10 = 0.073).

Takeaway message: This implies that all the three PPMs are more
likely to have similar capabilities in triggering the participants’ con-
fidence about their remembered memories, regardless the questions’
type whether it is recognition or recall .

4.5 RQ4: How Helpful are the PPMs as Memory
Prostheses?

We divide the results here into two parts: (1) objective efficiency,
which refers enhancements in remembering (higher RCS) after
seeing the photos, and (2) subjective efficiency, which refers to the
participants’ perception of how much the photos helped them to
remember better.

4.5.1 Objective Efficiency of the PPMs. In contrast to Section 4.3, we
wanted to check if intervening with photos is generally beneficial
in enhancing remembering regardless the type of intervention.

Three paired-samples t-tests were conducted to compare the RCS
before and after showing the participants the photos for each of the
three PPM conditions. Results show that participants remembered
significantly better after seeing the photos compared to before being
exposed to the intervention in the three conditions: C1 (baseline),C2
(obfuscation), and C3 (deletion). Table 1 summarizes the means, the
standard deviations and the tests’ parameters.

We also applied three Bayesian paired-sample t-tests to corre-
spond to the frequentist version. Unlike the frequentist version,
there is only weak evidence that participants answer better after
seeing the photos in C3 (deletion)(𝐵𝐹10 = 2.13). However, there
is substantial evidence they remembered better in C2 (obfusca-
tion)(𝐵𝐹10 = 7.935), and strong evidence that participants answer
better after seeing the photos in C1 (baseline)(𝐵𝐹10 = 17.469) .
However, as we discussed in Section 4.3, there was no significant
difference between the PPM conditions in better promoting higher
quality memories.

4.5.2 Subjective Efficiency of PPM. The mean ratings for the help-
fulness of the photos (from 5-point Likert items) was: C1 (baseline)=
2.786 (median=3), C2 (obfuscation)= 2.571 (median=2), and C3 (dele-
tion)=2.143 (median=2). Such low ratings indicate that participants
generally did not perceive the utility of the photos in aiding them
to remember.

A one-way between-subjects ANOVAwas conducted to compare
the effect of PPM on how helpful the participants perceived the
presented photos in the three conditions: C1 (baseline), C2 (obfus-
cation), and C3 (deletion). There were no statistically significant
differences between the conditions impacting the helpfulness score
(𝐹 (2, 18) = 0.73, 𝑝 = 0.496).

We also investigated if the results are impacted by the TR. Thus,
we separated the helpfulness likert-values by question type. We

conducted a one-way between-subjects ANOVA two times for recog-
nition and recall separately to compare the effect PPM on the confi-
dence in the three conditions: C1 (baseline), C2 (obfuscation), and C3
(deletion). There were also no statistically significant differences be-
tween the conditions in recognition questions (𝐹 (2, 18) = 0.711, 𝑝 =

.505) nor in recall questions (𝐹 (2, 18) = 0.813, 𝑝 = .46).
The two-way Bayesian ANOVA with PPM and TR as indepen-

dent variables contradicted these results as it showed a very strong
evidence that the TR impacts the subjective helpfulness score
(𝐵𝐹10 = 94.012). Participants found photos more helpful in recog-
nition (𝑀 = 3.429, 𝑆𝐷 = 1.326) rather than recall (𝑀 = 2.048, 𝑆𝐷 =

0.865). Conforming with frequentist analysis, the test showed a
weak evidence that the PPM does not impact the subjective helpful-
ness score (𝐵𝐹10 = 0.356). It also showed a strong evidence of an
interaction effect between the PPM and the TR on the subjective
helpfulness score (𝐵𝐹10 = 11.322).

Takeaway message: These results imply that seeing photos led to
tangible memory enhancements for the participants. However, the
impact of the quantity and quality of the photos remains inconclu-
sive. They also include that while participants did not perceive the
photos as useful tools to enhance remembering, they found them
more helpful in recognition rather than recall questions.

5 DISCUSSION
We reflect below on the lessons learnt and limitations of our work.
We show that body blurring is a favourable obfuscation method by
the users. We also show the potential of using deletion as an ob-
fuscation method as it was not associated with detectable negative
effects on remembering nor on user satisfaction.

5.1 Users Prefer Body Blurring as a
Privacy-Protection Method

Our results for the most likable obfuscation techniques in the con-
text of environmental lifelogging mirrored those of Li et al. obtained
in the context of sharing photos [37]. The participants clearly pre-
ferred body blurring to other face and body obfuscation techniques.
They perceived it as a sufficient technique to protect the privacy and
preserve the aesthetics although it is known from prior work that
it is ineffective in protecting privacy [24, 34, 35, 37]. However, our
results contrast Li et al. in that participants negatively perceived the
avatar technique [41, 42] although Li et al. [37] recommended it as
a good trade-off between efficient privacy protection and positive
user experience. This difference is likely due to the context in which
the obfuscation was applied, where we considered lifelogs rather
than general photo sharing.

5.2 Blurring and Deletion have Good Utility for
Memory Prostheses

Our results are inclined towards the lack of difference in the ten-
dency of users to change their answers between deletion, blurring
and unaltered photos. Additionally, we cannot detect an impact
on the quality of the remembered memories when changing the
privacy-protection. Elagroudy et al. [15] suggested a trend where
participants tended to generate more semi-correct answers using
the obfuscation. The contradiction in our results could be attributed
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Condition RCS Before Condition (Mean,SD) RCS After Condition (Mean,SD) Test Report
C1 (baseline) (𝑀 = 32.571, 𝑆𝐷 = 9.431) (𝑀 = 39.286, 𝑆𝐷 = 8.261) (𝑡 (6) = 4.822, 𝑝 < .05)
C2 (obfuscation) (𝑀 = 31.143, 𝑆𝐷 = 6.04) (𝑀 = 36.571, 𝑆𝐷 = 4.036) (𝑡 (6) = 3.892, 𝑝 < .05)
C3 (deletion) (𝑀 = 33, 𝑆𝐷 = 5.354) (𝑀 = 36.714, 𝑆𝐷 = 4.99) (𝑡 (6) = 2.517, 𝑝 < .05)

Table 1: Summary of the PPMs’ objective efficiency. Participants remembered better after seeing the photos in all conditions.

to our larger sample size, albeit still relatively small. Therefore, we
conservatively recommend that designers can select among the
protection methods based on criteria beyond their memory utility.
We also encourage future investigations to confirm the trend of
current evidence.

5.3 Users Underestimate the Lifelog’s Utility to
Augment their Memories

Our participants did not think that the original, blurred or deleted
lifelogs were helpful in enhancing their recognition and recall. How-
ever, objective metrics show that they consistently remembered
better after seeing the photos in all conditions. The objective result
is not surprising as it conforms with a large body of psychology and
HCI literature showing the utility of lifelogs as a memory augmen-
tation tool (e.g. [8, 22, 23, 50]). However, the mismatch underpins
a serious challenge in convincing users with the utility of niche
technologies such as lifelogging.

5.4 Increasing Photos Quality and Quantity
Neither Enhances Memory Augmentation
nor User Satisfaction

We expected a clear user preference to photos with higher quantity
then quality (original photos, blurred photos, then deleted pho-
tos). The expected preference is to conform with the lab study
results where the users prioritized aesthetics in selecting the PPM.
We also expected increased memory enhancements in the same
aforementioned order of PPM conditions. This is based on knowl-
edge from prior literature that memory cues are of equal strength,
but that more cues activate more parts of the episodic memory
[18]. However, we found no evidence of significant difference in
the users’ perception of how helpful the photos were regardless
their alterations. Additionally, the objective measures of memory
enhancements shows no difference between the PPMs as well.

The design implication of these results is that deletion might be
superior as a privacy-protection method for memory augmentation
systems because it saves storage, offers higher protection for pri-
vate content, without compromising the lifelogs’ utility as memory
prostheses. Blurring is also a good option that is widely likable by
users and designers alike.

5.5 More Cues Do Not Lead to Higher
Confidence in Memories

Participants are equally and highly confident about their answers
after viewing original and altered photos. This is an interesting
effect as it does not account for the possibility of wrongful cuing
from missing or wrong details in the altered photos. The potential
confusion can be explained using Gregory’s visual assumption

theory [19]. He theorizes that the visual perception relies on a top-
down approach or conceptual-driven processing where we make
calculated assumptions to understand what we see based on our
expectations, beliefs and prior knowledge. Similarly, Schachter [47]
identifies mis-attribution, i.e., the tendency to confuse the source
of a memory with another, and the suggestibility, i.e., the tendency
to mix false suggestions by others with the original memory as
memory sins. Both of which could be triggered by unclear cues.

The design implication of these results is that blurring could be a
superior tool for intentional memory reformation (degradation and
implantation) as it provides ambiguous cues that could potentially
lead to misattribution while maintaining high confidence of the
user in the remembered content. Deletion could also work by sys-
tematically omitting information. However, we have no evidence
that both PPMs (blurring and deletion) are more dangerous than
unaltered photos with respect to accidental memory alterations
(augmentation, degradation, and implantation).

5.6 Limitations and Future Work
We would like to acknowledge some limitations to our experiments
to better contextualize them. First, we opted for an artificial social
event to measure the impact of the recordings on the memory for
ethical concerns as the risks associated with the experiment (such
as potential memory alterations) were not known. Thus, our ap-
proach is a trade-off between short synthetic stimuli like word lists
and complex semantic real-world events. Nevertheless, it would
be interesting in the future to examine whether the findings hold
in complex open-ended memory narratives. Second, we acknowl-
edge that using a custom questionnaire with relatively simplistic
questions makes it harder to generalize the results. Third, customiz-
ing the questions in the two studies could jeopardize the internal
validity of the measurements. However, we circumvented this by
consistently using the same format in most of the questions. Fourth,
we acknowledge the unequal distribution between the recogni-
tion and the recall questions. This is primarily because we were
interested to investigate memory reformation scenarios, which is
more common in recall situations. We also circumvented this in
the analysis by normalizing the results. Fifth, it would be inter-
esting in the future to compare the interventions with a baseline
of no photos as we cannot make claims at the moment whether
the high confidence is because of the photos or because users are
inherently confident about their memories. We would also like to
acknowledge the gender disparity in our sample. We postulate this
is because of the massively skewed distribution in favour of male
students in computer-science domains in Germany. Similarly, the
city where the experiment was conducted is highly industrial with
a focus on technical jobs, frequently occupied by males. Thus, it
is possible that the gender distribution in the Facebook group is
also skewed. Nevertheless, it is worth noting that females perform
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better in episodic tasks than males (e.g. [6, 59]). Thus, the current
skew towards males is more conservative for generalizing results,
despite the relatively small sample size used in the study.

6 CONCLUSION
Privacy concerns of bystanders and lifeloggers are an ongoing chal-
lenge to wider adoption of lifelogging. There is rich literature about
the impact of obfuscation on privacy protection and user experience.
We complement this work by reporting on two two-stage exper-
iments (N=21) that investigate the impact of privacy-protection
methods on the remembering quality of the memories, the users’
confidence about the remembered content, and the perceived utility
of the privacy methods in the context of environmental lifelogging.
We examine two popular methods for privacy protection in litera-
ture and practice: obfuscation of persons using body blurring and
deletion of private photos as opposed to an original set of pho-
tos. Our results show that the privacy method does not impact
the quality of the remembered memories in recognition and recall
situations. Nevertheless, generally showing users relevant photos
encourages them to change their answers in recognition rather
than recall situations. Thus, showing external evidence like photos
could be a tool for memory reformation. Additionally, results show
that users are confident about their responses independent of the
privacy-protection method. Users are also unaware about the am-
bient augmentation effect of lifelogs on their memories and tend
to underestimate it. Thus, designers can rule out memory effects
when selecting between deletion and blurring to protect the privacy
of users. This also implies that deletion is a favourable option to
save storage space since it had similar effects on recall and recogni-
tion quality like unaltered lifelogs. Our work encourages designers
to mindfully account for potential accidental memory effects as a
byproduct of designing systems. On the other hand, it encourages
future investigations into ambient widely-used visualizations for
deliberate memory alterations.
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